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What is Cyber Security?

Cyber Systems are Everywhere

America is a "cyber nation.” Most every aspect of our
economy, industry, commerce, public safety, and
national defense is dependent on computers and
networks. They make our nation effective, efficient,
competitive, and safe. From the personal computers in
our homes and embedded in our mobile devices, to the
inventory system In the corner grocery store, cyber
systems help us do things better, faster, and more
efficiently. Public safety organizations rely on cyber
systems to protect our communities and our homes.
And our national defense relies on networked
systems—cyher systems—to keep our nation free,

Our Cyber Dependency

Our dependency on computers and networks isn't
without risk. Because we rely so heavily on cyber
systems, elements of our personal lives, our community
safety, our economy, and our national defense would
be seriously disrupted if those systems became
unreliable or unavailable. Things we take for granted
like traffic signals working right, shopping transactions
completed smoothly, and even air traffic control are
vulnerable to disruption if our access to trustworthy
cyber systems is interrupted.

Cyber Attackers

Sometimes, groups or individuals [*hackers”)
electronically break into cyber systems just to prove
they can. In other cases, well organized groups try to
break into systems to steal personal identities or
conduct illicit financial transactions including stealing
people’s credit card numbers, And some groups break
in to electronic systems to steal business information or
to conduct espionage against national defense
information,
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Access vs. Security

Because cyber systems are 50 complex and are accessed
in so many ways, they have inherent vulnerabilities,

Our systems could be made perfectly secure, but no one
would be able to access them. Or they can be made
easily accessible by everyone, but they would be very
difficult to secure, A significant cyber secuirty challenge
is to provide the needed amount of access with a
prudent amount of security.

Cyber Security

Cyber security is the practice of protecting computer
and network systems against exploitation or attack. For
most of us, it involves such simple things as setting our
passwords as we should, not opening email
attachments we aren't sure of, and not responding to
“phishing” emails. At higher levels, it involves using
good configuration control to make sure settings on
firewall “ports” and router configurations are set
correctly. In all cases It means doing the things that are
necessary to ensure the cyber systems that we depend
on are trustowrthy, accessible, available, and secure.
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